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drives financial 
process 
governance
Using data automation for exceptional 
performance & oversight
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An ever-
growing list 
of challenges
Around the world, finance and controls professionals manage risks and 
ensure effective controls across multiple financial systems—in addition 
to managing an ever-growing list of new challenges.

A few of the most common risks that these professionals manage include things 

like possible fraud, error, and abuse, and regulatory compliance failures in areas like 

internal control over financial reporting (ICFR), Sarbanes-Oxley (SOX), and state and 

local tax. Not to mention anti-bribery and anti-corruption, and overseeing overall 

functional and process performance, including third parties.

And let’s not forget that finance departments are also responsible for making sure 

executive leadership has constant insight into how well the organization is doing when 

it comes to achieving corporate and strategic objectives.

So, how can finance teams meet all 
these challenges?
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The answer: by re-examining traditional approaches to financial management 

processes. This means changing the way they approach oversight of risk, controls, 

and compliance, with the use of technology, data, and automation. Data automation 

creates better business practices. It unlocks new opportunities, and optimizes return 

on investment.

But, despite these facts, a recent study by PwC found that the adoption of automation 

technology by finance lagged behind other business areas. Sure, some financial 

leaders have started to embrace data automation, but many are so immersed in 

the daily demands of their job that it’s hard to step back and strategize how to even 

implement a new approach.

Let's envision an ideal future

You show up-to-the-minute 
status of your risks and 
controls, across process or 
by regulatory programs. And 
easily illustrate the potential 
impact on performance goals 
and organizational objectives. 

Your control activities are 
optimized. They’re not overly 
stringent or cumbersome, yet 
at the same time not weak or 
prone to failure. 

You painlessly check the 
status of any risk and if issues 
have been resolved. You 
quickly fine-tune processing 
parameters for automated 
analytics that have flagged 
particular areas of concern. 

You check the results of risk 
assessments and transaction 
monitoring in key process 
areas using dashboards.

You quickly spot worsening 
trends around control and 
compliance issues, and 
respond pro-actively before 
risks escalate.

You have total visibility into 
the complex relationships 
between risk and control 
activities.

₀₂₀₁ ₀₃

₀₄ ₀₅ ₀₆
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The practical realities of our ever-more-technical world means finance professionals 

are thrown into a period of self-assessment and change. Here are four fast-emerging 

trends that will create a very different-looking future for finance.

 + All risks in financial systems are identified, categorized, 
and assessed based on the impact on achieving 
organizational objectives.

 + Specific risk mitigation processes are documented and 
linked to controls designed to manage the risk.

 + Regulatory compliance requirements and standards are 
auto-updated and live inside the compliance processes.

 + Related risks and controls are linked so that overlapping 
or redundant controls are rationalized/optimized.

VIEWING RISKS IN RELATION TO 
STRATEGIC OBJECTIVES. 

Top four motivators 
for finance teams to 
make a change

01
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MONITORING ALL CONTROLS & 
QUICKLY RESPONDING TO CONTROL 
BREAKDOWNS. 

RISK SCORING FINDS HIGH-RISK 
COMBINATIONS OF TEST FAILURES 
& PRIORITIZES THEM FOR ACTION. 
ESCALATION IS AUTOMATED AS 
NEEDED.  

UP-TO-DATE RISK SCORING BASED ON 
ACTUAL EVENTS. 

02
04

03

 + Automated data analytics constantly examine 
transactions processed through systems, identifying 
control failures.

 + Specialized analytics find risk, detect trends, 
and identify new areas of risk where no controls 
currently exist.

 + Anomalies and instances of control breakdowns 
are automatically routed to the right people for 
response and resolution.

 + Related risks and controls are linked so that 
overlapping or redundant controls are rationalized/
optimized.

 + Surveys, questionnaires, and certifications are 
automatically distributed and responses analyzed.

 + Whistle-blower hotlines are monitored and results 
analyzed. 

 + All transaction monitoring, information gathering, 
and control testing results are fed into dashboards 
to give an ongoing assessment of all financial risks.

 + Risk scoring finds high-risk combinations of test 
failures and prioritizes them for action. Escalation is 
automated as needed.



7

ASSESS
Risks

MANAGE
Programs &
Docume nts

TEST &  
MONITOR

Controls & 
Transactions

REMIDIATE
Issues

REPORT
Results

ILLUMINATE
Opportunities

Process 
Governance 

Roadmap 
for Finance T eams
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Embracing 
change 
& adopting 
dedicated 
technology
Yes. Change is hard. But when the finance function transforms, the pay-
offs can be huge. Some of the biggest come from data and automation. 
Introducing enterprise governance software with data automation is 
arguably the single most impactful thing that finance teams can do to 
improve operational and oversight activities.

GOVERNANCE & DATA AUTOMATION TECHNOLOGY CAN RESULT IN 
MASSIVE IMPROVEMENTS LIKE:

 + A better view on risks, which leads to more 
efficient and effective controls.

 + A better way to manage risks and 
compliance.

 + A new level of insight and assurance.

 + Improved corporate performance.
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Analyzing and testing entire populations of financial transactions means risk and 

control effectiveness is assessed in a quantifiable way. The traditional subjective and 

sample-based assessments are replaced with a more rigorous and more scientific 

data-driven approach.

This way, a bigger set of risks are viewed and assessed on a consistent basis, bridging 

the silos across teams. Everyone involved now understands the relative impacts and 

relationships between inter-connected risks. 

A BETTER VIEW ON RISKS, WHICH LEADS TO MORE 
EFFICIENT & EFFECTIVE CONTROLS

Risk and control issues in financial systems impact 

strategic and corporate objectives in many different 

ways. That’s why it’s important to view the results of 

monitoring and assessment activities in context. 

Technology can demonstrate the sometimes complex 

relationships and dependencies among controls in a 

more simple way. The objective is to find and eliminate 

redundant control mechanisms and clearly uncover 

exposure.

In some cases, transaction monitoring becomes the 

control. It can replace inefficient control mechanisms 

(which employees often circumvent) and focuses on 

what actually takes place so that you can immediately 

respond.

As the relative impact of risks is better understood, 

control processes/mechanisms become more efficient. 

The effort and cost required to manage risk and 

control processes is reduced. So is the time spent by 

team members on routine compliance procedures. 

This frees up resources to work on more high-value 

activities.

 A BETTER WAY TO MANAGE RISKS & 
COMPLIANCE 
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At the same time, instances of control failures and of fraud, error, abuse, and 

regulatory non-compliance are identified and addressed before they escalate. New 

and emerging risk trends are identified and addressed, before they become damaging.

Risk and control issues in financial 
systems can have widely varying 
degrees of impact upon strategic and 
corporate objectives.

Using data to monitor transactions and run ongoing risk assessments means the 

finance director or CFO, along with the rest of leadership, all get ongoing insight into 

risks. It’s far more objective, quantifiable, and current than using traditional techniques 

of sample testing and process walk-throughs.

These methods give only limited insight into what has actually taken place when 

millions of transactions are involved. On the other hand, a data-driven approach 

provides comprehensive monitoring of financial and business transactions and 

activities. This gives management in the Three Lines of Defense—as well as external 

auditors and audit committees—increased confidence in the integrity of financial 

systems. 

To put things into a wider context, moving from a traditional approach to risk and 

controls management means reduced risk for the entire organization. The risk of 

unexpected and damaging issues are reduced, while risk management and control 

processes are performed more efficiently, ultimately resulting in improved financial 

performance overall.

 A NEW LEVEL OF INSIGHT & ASSURANCE 

IMPROVED CORPORATE PERFORMANCE
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Robotic 
Process 
Automation
According to recent research from Gartner, robotic process automation (RPA) is quickly 

gaining momentum in finance teams. Its ability to improve various processes in financial 

and accounting systems, particularly by reducing both the need for employees to perform 

repetitive tasks, as well as the likelihood of associated errors, makes it very appealing to 

controllers and finance leaders. RPA has great potential in processes that are clearly defined, 

repeatable, and rule-based. There are many ways in which RPA techniques can be applied to 

testing controls and the integrity of transactions.

Learn about how Galvanize Robotics can help with 

automating your finance functions at weGalvanize.com

↳ 
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 Five steps toward 
the future
We’ve gathered five ways you can evaluate technology and identify the 
implementation approach that will work best for your organization. 

Data-powered governance software is getting adopted by finance teams around 

the world. But how do you get started? The good news: it doesn’t have to be overly-

complex or require loads of resources. It also doesn't require an all-or-nothing 

approach. In most cases, organizations can take an incremental and iterative 

approach.

Often this means identifying and starting with a key risk area or areas with obvious 

control problems. Focus on a fast and light implementation in very specific areas. This 

creates an opportunity to show benefits of the software and prove ROI. Some teams 

may start with implementing risk assessments and transaction monitoring in one or 

two financial systems, then expand across additional systems over time.

F O R  M O R E  O N  H O W  W E  C A N  H E L P ,  V I S I T  W E G A L V A N I Z E . C O M ↳
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Spreadsheets and corporate standard data query tools can’t deliver on this future 

vision. You need dedicated software that closely integrates with the entire risk and 

control monitoring process. Here’s a checklist of some functionality to consider when 

evaluating governance software.

IDENTIFY WHAT YOU NEED FROM YOUR 
TECHNOLOGY SOLUTION  01

What do you want in your software?

 + Define and document risks and controls.

 + Link related risks and controls.

 + Link to key corporate and performance 
objectives.

 + Link to regulatory compliance content and 
standards.

 + Assess and rank risks.

 + Assess and test control effectiveness.

 + Analyze data.

 + Investigate results.

 + Manage red flags and exceptions.

 + Support remediation and escalation 
workflow.

 + Support data repositories.

 + Automate distribution, collection, and 
reporting of questionnaires and surveys.

 + Provide dashboard and reporting 
capabilities.
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Data analytics is now well-proven and it has been transformative for many key 

business process areas, like marketing and product management. This is equally true 

in the case of financial controls. When considering data automation capabilities, look 

for software that is designed for control testing and detection of risks.

FIGURE OUT WHAT YOU WANT TO DO 
TO YOUR DATA 02

How can the software put your data 
to work?

 + Pre-built analytic routines, like classification, 
stratification, duplicate testing, aging, 
joining, matching, comparing, as well as 
various forms of statistical analysis, including 
Benford analysis.

 + Data manipulation features that combine, 
match, and extract data.

 + Data visualization to uncover anomalies and 
to provide new insights.

 + The ability to access and harmonize a 
broad range of data sources and types.

 + Support for full automation and 
scheduling of analytics.

 + The ability to perform complex testing and 
fraud detection.

 + Comprehensive logging of all procedures 
performed.
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Think about the extent to which cloud-based applications and data are supported. 

The benefits of cloud-based applications are widely accepted, including ease of 

implementation (very little input is required from IT teams) and ongoing functional 

enhancements. 

From a security perspective, it’s widely recognized that the cloud is secure. In fact, 

Gartner confirms that most cloud security failures are due to a lack of a cloud security 

strategy, and predicts that by 2020, 95% of cloud security failures will be the fault of 

the organization/customer, not the technology itself.

The term “ease of use” is often overused for describing software. Yet it remains the 

most important characteristic in ensuring it actually gets embraced by users and 

applied to its full potential.

When using software to manage the complicated and challenging aspects of numerous 

risk, control, and compliance processes, ease of use and intuitive software become 

even more critical.

It’s no longer sufficient to depend solely on office-based computers and laptops 

for access to critical systems. Increasingly, finance leaders want to get updates and 

respond to risk and control issues at any time and from any place. This means that 

software must run securely on tablets, smartphones, and other mobile devices.

REALIZE THE CLOUD IS EFFICIENT, 
SECURE, & HERE TO STAY 

MAKE IT EASY FOR PEOPLE  

THINK MOBILE 

03

05

04
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For example, a control designed to prevent billing errors may make it impossible to 

enter the same invoice number for the same supplier. But, what if the invoice number 

is slightly changed, either accidentally or deliberately? What if the same invoice 

number is posted in another instance of an ERP running in another region? In practice, 

no control configuration setting is guaranteed to prevent fraud, errors, and abuse. 

Even if they are active, employees may find ways to work around them, often with the 

intent of avoiding delays and increasing productivity. Whenever human interaction 

is required in processing financial or business transactions, it involves time. When 

focusing on “just getting the job done,” employees may, with good intentions, decide to 

ignore the control process.

MANY ERP CONTROL SETTINGS ARE FAR FROM 100% EFFECTIVE 

CONTROL SETTINGS IN ERP SYSTEMS AND OTHER APPLICATIONS 
MAY NOT BE TURNED ON

Don’t rely exclusively 
on controls
A traditional approach to risk and controls in finance often means 
creating “bulletproof” controls, configured around, for example,  
a combination of ERP or application settings and independent  
approval processes. But there are a few problems with this approach. 
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Analytics can examine entire 
populations of transactions and 
identify new risks of fraud, error, 
and abuse.

Managers may approve large numbers of transactions without really examining what 

has taken place. They may also try and circumvent system authorization controls 

by arranging to split a purchase order (PO) into multiple POs, just under approval 

thresholds.

Data automation can test every transaction automatically for compliance with a control 

rule and look for multiple indicators of a control failure. At the same time, analytics 

can examine entire populations of transactions and identify new risks of fraud, error, 

and abuse for which no effective control was identified in the first place, all with little 

human intervention.

APPROVAL PROCESSES ARE A COMMON FAILURE POINT 

LET THE ROBOTS DO THE HARD WORK
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Top tests to get 
started with data 
automation
Assuming you now have your software in place (that was fast!), how do 
you start employing data automation? We gathered some high-value, 
high-performing analytics tests that can be applied in everyday finance 
processes. 

Testing general ledger journal entry transactions is a very effective way of testing 

controls in financial reporting processes and supporting compliance with regulations 

like ICFR and SOX. 

GENERAL LEDGER 

 + Test for failures in segregation of duties (SoD) around journal entry approvals.

 + Identify postings between unusual account combinations. 

 + Identify journal entries posted at unusual times and days.

 + Identify suspect keywords in journal entries descriptions.
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The procure-to-pay process is an area at risk for multiple forms of fraud, error, and 

abuse, as well as compliance failures around anti-bribery and corruption regulations. 

Using a combination of data from payroll and HR systems, as well as other data 

sources, can provide unique insights into fraud and error. 

Employee fraud involving abuse of corporate credit cards and travel and entertainment 

expense claims is very common. These are easy to test using data analytics because of 

the ready availability of data. 

PROCURE-TO-PAY 

PAYROLL 

PURCHASING CARDS & T&E EXPENSES 

 + Test for multiple types of potential duplicate payments.

 + Identify SoD failures based on actual approvals, not just ERP SoD settings.

 + Identify payments to fictitious or fraudulent vendors.

 + Compare payroll records with digital evidence of system login times and physical security 
access records to identify phantom or inactive employees.

 + Compare payroll and HR records to identify payments to terminated or deceased employees. 

 + Perform statistical analysis to identify unusual pay and overtime rates. 

 + Test for duplicate charges and claims.

 + Identify charges and claims for personal expenditures.

 + Identify weak or missing approval procedures.
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From inaccurate sales order processing to “rogue” sales practices by employees, 

the order-to-cash cycle can lead to revenue leakage if controls are not in place and 

monitored. 

Analytics can also be used for many regulatory compliance areas. 

ORDER-TO-CASH (REVENUES) 

ANTI-BRIBERY & CORRUPTION

 + Test customer billings for inaccurate pricing.

 + Identify services and goods provided with no matching billing.

 + Identify unusual discounts and credit terms.

 + Search for name matches in the Politically Exposed Persons database.

 + Identify unusual payments through offshore bank accounts.

 + Search for suspicious keywords in payment and journal entry descriptions.

F O R  M O R E  O N  H O W  W E  C A N  H E L P ,  V I S I T  W E G A L V A N I Z E . C O M ↳
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The future of 
finance teams lies 
in a technology-
driven approach 
to managing risk, 
improving controls, 
& reducing fraud, 
error, & abuse.
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SUMMARY

The role of the finance and control leader is not an easy one. But technology can now 

help these professionals make a real difference. The challenges faced by finance 

and control leaders aren’t insurmountable just because they are large and complex. 

Embracing the right technology strategy can transform the impact of even the smallest 

teams responsible for finance, accounting, risk, and controls.

Taking a data-focused, more scientific approach to assessing risk and maintaining 

effective controls is shown to provide multiple benefits. The finance director or CFO 

involved in driving change is recognized as a leader—not just in best practices for 

financial risk and control monitoring, but also in overall organizational/enterprise risk 

and control management.

Technology and big data analytics are already transforming businesses globally. 

Finance leaders now have a huge opportunity to drive comparable practices in areas of 

financial integrity and control.

Technology, especially automation, will play a pivotal role in 
transforming financial risk and control management.
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Get in touch to transform your organization‘s financial processes and performance.
Call 1-888-669-4225, email info@wegalvanize.com, or visit weGalvanize.com.

↳

Let us help 
you get better 
insight into your 
financial process 
health, risks, & 
performance.
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